EPICCARE LINK SYSTEM ACCESS AGREEMENT
FOR BUSINESS ASSOCIATE ACTING ON BEHALF OF
EXTERNAL CARE PROVIDER

THIS AGREEMENT (the “Agreement”) is made effective as of October 1, 2014 (“Effective Date”), by and
among HealthPartners, Inc., a Minnesota non-profit corporation, with its principal place of business at 8170 33"
Ave So., Bloomington, MN (“HealthPartners”), and City of St. Paul, a Municipal Corporation under the laws of the
State of Minnesota, with its principal place of business at 645 Randolph Avenue, Saint Paul, MN 55102
(“Provider”), and TransMedic, a Minnesota private business, with its principal place of business at 33 East
Wentworth, West Saint Paul, MN 55118 (“Contractor”) (collectively, the “Parties” or separately, a “Party”).

BACKGROUND

A. HealthPartners’ Epic electronic health record system (the “EHR”) is used to create and maintain certain
records of HealthPartners health care services and other patient information (the “EHR Records”).

B. HealthPartners and Provider serve patients in the same community, and many patients are patients of
both HealthPartners and Provider.

C. Contractor is a “Business Associate” of Provider, as that term is defined at 45 C.F.R. 160.103, providing
payment or healthcare operations related services to Provider.

D. With the goal of improving the coordination of services related to these shared patients, HealthPartners
will make available to Contractor limited access to the EHR, subject to the terms and conditions of this
Agreement.

In consideration of the above and the following mutual covenants, and for other good and valuable consideration,
the receipt and sufficiency of which are hereby acknowledged, the Parties agree as follows:

AGREEMENT

Section 1. EHR Access

1.1 Grant and Scope of Access. Subject to the terms of and as limited by this Agreement,
HealthPartners hereby grants Contractor non-transferable and non-exclusive access to the EHR to permit
Authorized Users (as defined in Section 1.6) to electronically access and use the EHR solely for viewing EHR
Records necessary for the purposes described in Schedule 1.1. Provider and Contractor represent and warrant
that these purposes fall within the categories of payment and/or healthcare operations activities (as those terms
are defined in HIPAA, at 45 C.F.R. Pts. 160 — 164), that these activities are within the scope of Provider’'s Business
Associate Agreement with Contractor. The permitted purposes are more specifically described in Schedule 1.1.
Access, use or disclosure for any other purposes (including but not limited to research, fundraising, and
marketing) are expressly prohibited. The scope of an Authorized User’s access to the EHR is limited to “read
only” access {i.e., an Authorized User will be able to view and print, but not modify, EHR Records). Provider and
Contractor are jointly and severally liable for ensuring that Authorized Users do not access the EHR for any
purpose or in any manner not specifically authorized by this Agreement. No EHR access is granted to Provider
under this Agreement.
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1.1.1 Revocation of Prior Agreements. Except as expressly provided in this Agreement, as of the
Effective Date, this Agreement supersedes and replaces any existing agreements (whether
oral or written) related to Contractor’s access to, or the terms and conditions of Contractor’s
access to, the EHR with respect to its services on behalf of Provider.

1.2 No License Granted. HealthPartners licenses certain software products from Epic to maintain and
operate the EHR. The grant of EHR access under this Agreement is limited by HealthPartners’ underlying licensing
agreement with Epic and does not grant and will not be construed as granting to Provider or Contractor a license
for the use of any software products. This Agreement does not transfer to Provider or Contractor any title or
ownership rights to EHR, EHR Records, or any rights in patents, copyrights, trademarks, or trade secrets
encompassed in the EHR or any other HealthPartners system, software or data. Provider and Contractor agree
that they will not and will not attempt to reverse engineer or otherwise obtain copies of the software programs
contained in the EHR or other HealthPartners systems.

1.3 EpicCare Link; Manner of Access. HealthPartners, in its sole discretion, will determine the tools it
will provide to Contractor for Contractor to access EHR Records, and will determine what EHR Record data is
made available to Contractor.

14 System Requirements for Access. Contractor acknowledges and agrees that any hardware,
software, network access or other system components necessary for Contractor to access and use the EHR will be
procured, installed and maintained by Contractor at its sole expense.

1.5 Security Obligations. Contractor will implement safeguards that are reasonable and appropriate
to prohibit and prevent Authorized Users from accessing, using, or disclosing EHR Records not specifically
permitted by this Agreement. Contractor will also implement reasonable and appropriate administrative, physical
and technical safeguards that protect the confidentiality, integrity and availability of the EHR Records.
HealthPartners assumes no obligation to, but reserves the right to, audit Contractor’s security practices relevant
to this Agreement. Contractor and Provider agree to cooperate with HealthPartners’ conduct of such audits and
to promptly address any concerns reasonably identified by HealthPartners.

1.6 Authorized Users. It is the responsibility of Contractor to select and qualify one or more persons
that Contractor wishes to be granted access to the EHR System and to use the EHR System on behalf of
Contractor, in its role of Business Associate to Provider (once approved, the “Authorized Users”). All Authorized
Users must be members of the Workforce of Contractor. “Workforce,” as used herein, shall have the meaning set
forth at 45 C.F.R. 106.103. Contractor’s request that an individual be authorized as an Authorized User constitutes
Contractor’s representation that the individual is (a) a member of Contractor’s Workforce (and not a business
associate of Contractor) who (b} needs EHR access to perform assigned job functions for Contractor.

1.7 Security Request Process. Contractor will designate a Site Administrator. The Site Administrator
will submit the requests to add Authorized Users to HealthPartners in writing on a form or by a process provided
by HealthPartners. The Authorized Requester must promptly deactivate Authorized Users in the event of any
change of circumstances requiring termination of an Authorized User’s EHR access (for example, termination of
employment, disqualification as an Authorized User, or change in job function). Furthermore, HealthPartners
reserves the right to suspend or terminate the EHR access of any Authorized User at any time for any reason. Site
Administrator will ensure that only appropriate persons are granted access to the EHR, will periodically audit the
roster of Authorized Users to ensure that the terms of this Agreement are being met, and will promptly respond
to all reasonable inquiries from HealthPartners.
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1.8 Authentication. Contractor and each Authorized User are jointly responsible for keeping and
maintaining the security of the passwords or other assigned authentication mechanisms. An Authorized User may
not share an assigned password with any other person, or use the assigned password of any other person,
whether for one-time access or ongoing access. All Authorized Users will be required to execute a User
Agreement.

1.9 Training. HealthPartners will provide one-time training in EHR functionality to Site Administrator
(or other person mutually agreed by the Parties) who will then be responsible for training all other Authorized
Users. Contractor will ensure that, prior to accessing the EHR, each Authorized User is trained, consistent with the
HealthPartners training and with this Agreement, regarding Contractor’s and Authorized User’s obligations under
this Agreement and applicable laws. Contractor will further ensure that ongoing training of Authorized Users is
conducted, as needed. HealthPartners reserves the right to require Contractor to provide additional training that
HealthPartners deems reasonably necessary and appropriate.

1.10  Policies and Procedures. Contractor will comply with all applicable provisions of HealthPartners’
Information Services policies governing EHR access and use, including but not limited to policies governing
password controls. HealthPartners will provide copies of these Information Services policies to Contractor.

1.11  Auditing and Monitoring by Contractor. Contractor must audit and monitor access to and usage of
the EHR to the full extent required to satisfy its legal responsibilities (as a HIPAA Business Associate and
otherwise), comply with this Agreement, and ensure that Authorized Users access, use, and disclose EHR Records
only as authorized by this Agreement. HealthPartners assumes no obligation to audit or monitor Contractor
behavior with respect to the EHR, but may require Contractor to follow a reasonable auditing and/or monitoring
protocol if HealthPartners determines that it would be appropriate to address its obligations under HIPAA. In
addition, HealthPartners reserves the right to independently monitor and audit Authorized Users’ behavior and
usage of the EHR and to immediately suspend an Authorized User’s access to the EHR, if HealthPartners
reasonably suspects or believes that Contractor or Authorized User has violated the terms of this Agreement or is
otherwise the cause of harm or interference with HealthPartners’ rights or property related to the EHR or the
rights or property of others related to the EHR. Contractor and Provider will cooperate with HealthPartners in any
additional monitoring or auditing deemed necessary by HealthPartners and conducted by HealthPartners or
Contractor. Contractor and Provider will fully and promptly cooperate with HealthPartners in resolving any privacy
or security issues identified by such monitoring or auditing.

1.12  Unauthorized Use or Disclosure; Complaints. Contractor and Provider will immediately notify
HealthPartners in writing when either becomes aware of any of the following: (a) any Security Incident (as defined
by HIPAA at 45 CFR Pts 160 - 164); (b) any actual or suspected unauthorized access, use or disclosure of EHR
Records; or (c) any complaint from a patient or other person involving alleged inappropriate use, access or
disclosure of EHR Records or other confidential information of HealthPartners. Each Party will cooperate with the
others, as necessary and appropriate, to investigate any complaints, any actual or suspected unauthorized access,
use or disclosure of the EHR Records, any Security Incident, or any actual or suspected violation of this
Agreement. Contractor, in consultation with HealthPartners, will take prompt corrective action at Contractor’s
own expense to mitigate and cure any harmful effect that is known to Contractor of any unauthorized access, use,
disclosure of EHR Records or any Security Incident related to the EHR that is caused by or attributable to
Contractor or Authorized Users. Contractor shall reimburse HealthPartners for all reasonable costs incurred by
HealthPartners in investigating an unauthorized use or disclosure or a complaint, and all reasonable costs incurred
by HealthPartners to provide breach notifications or to mitigate or cure any harmful effects resulting from an
unauthorized use or disclosure or a Security Incident. Contractor further agrees to reimburse HealthPartners for
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any and all fines and/or administrative penalties imposed for such unauthorized access, use or disclosure, Security
Incident, or for delayed reporting. The provisions of this Section 1.12 will survive the termination of this
Agreement.

Section 2. Additional Terms and Conditions

2.1 Disclaimer of Warranty; Limitation of Liability. HEALTHPARTNERS NEITHER MAKES, NOR WILL BE
DEEMED TO HAVE MADE, ANY WARRANTY OR REPRESENTATION OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING,
BUT NOT LIMITED TO, WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE, AS TO THE
DESIGN, CONDITION, QUALITY, CAPACITY, OR OTHER ASPECT OF ANY OF THE SERVICES PROVIDED HEREUNDER
OR ANY COMPONENT THEREOF, INCLUDING, BUT NOT LIMITED TO, ANY DATA, SYSTEM, SOFTWARE, PERSONNEL,
PROGRAMMING ASSISTANCE, OR CONSULTATION PROVIDED AS A PART OF SUCH SERVICES, OR WARRANTIES
ARISING FROM STATUTE, COURSE OF DEALING, COURSE OF PERFORMANCE OR USAGE OF TRADE. ALL SUCH
WARRANTIES ARE HEREBY EXCLUDED. UNDER NO CIRCUMSTANCES WILL HEALTHPARTNERS BE LIABLE TO
PROVIDER OR CONTRACTOR FOR ANY DIRECT, INDIRECT, INCIDENTAL, CONSEQUENTIAL, EXEMPLARY, PUNITIVE
OR SPECIAL DAMAGES OF ANY NATURE OR KIND WHATSOEVER (INCLUDING, WITHOUT LIMITATION, LOST
PROFITS OR SAVINGS, LOST DATA, LOST BUSINESS, LOSS OF USE, OR LOST REVENUES) EVEN IF HEALTHPARTNERS
HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES OR KNEW OF OR SHOULD HAVE KNOWN OF THE
LIKELIHOOD OF SUCH DAMAGES, AND NOT WITHSTANDING THE FORM (E.G., CONTRACT, NEGLIGENCE, STRICT
LIABILITY, OR OTHERWISE) IN WHICH ANY LEGAL OR EQUITABLE ACTION MAY BE BROUGHT AGAINST IT.

2.2 Clinical Practice. Provider assumes sole responsibility for all clinical decision-making and services
provided by Provider, Contractor and Authorized Users arising from, related to or in connection with the access,
use, or disclosure of EHR Records. Provider and Contractor agree to use the EHR only in accordance with
applicable standards of good clinical practice, as applicable.

2.3 Assumption of Liability. Provider and Contractor will ensure that Authorized User access to the
EHR Records is only for legitimate business purposes and as permitted this Agreement and applicable law.
Provider and Contractor are jointly and severally liable for each Authorized User fully complying with this
Agreement and applicable law. Provider and Contractor jointly and severally assume full responsibility and liability
for actions or omissions related to the access to and use of the EHR by Contractor’s Authorized Users or any other
person Contractor permits (intentionally or unintentionally) to have access to the EHR, including but not limited to
unauthorized access to, use of or disclosure of EHR Records that results from Contractor’s or an Authorized User’s
failure to keep the assigned passwords secure.

2.4 Indemnification by Provider. Provider agrees to indemnify, defend, and hold harmless
HealthPartners and its affiliates and their respective officers, directors, employees, agents, successors and assigns
from any and all claims, liabilities, judgments, fines, assessments, penalties, awards or other expenses, of any kind
or nature whatsoever, including, without limitation, attorneys’ fees, expert witness fees, and costs of
investigation, litigation or dispute resolution, relating to or arising out of Contractor’s use of the EHR, or
Contractor's acts or omissions or willful misconduct under this Agreement, including but not limited to
Contractor’s impermissible access to, use or disclosure of EHR Records or other HealthPartners data, or the
introduction of viruses or other harmful contaminant into the EHR or other HealthPartners system by virtue of
Contractor’s access.

2.5 Indemnification by Contractor. Contractor agrees to indemnify, defend, and hold harmless
HealthPartners and its affiliates and their respective officers, directors, employees, agents, successors and assigns
from any and all claims, liabilities, judgments, fines, assessments, penalties, awards or other expenses, of any kind
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or nature whatsoever, including, without limitation, attorneys’ fees, expert witness fees, and costs of
investigation, litigation or dispute resolution, relating to or arising out of Contractor's use of the EHR, or
Contractor’s acts or omissions or willful misconduct under this Agreement, including but not limited to
Contractor’s impermissible access to, use or disclosure of EHR Records or other HealthPartners data, or the
introduction of viruses or other harmful contaminant into the EHR or other HealthPartners system by virtue of
Contractor’s access.

2.6 Representations and Warranties of Contractor and Provider. Contractor represents and warrants
that it will, at all times during the term of the Agreement ensure that each Authorized User complies with the
terms and conditions of this Agreement, applicable law, and applicable HealthPartners, Provider, and Contractor
policies and procedures as may be amended from time to time, and to ensure that no Authorized User takes any
action that adversely affects or damages the EHR, EHR data or any other system or data file of HealthPartners.
Contractor further represents and warrants that it has in place and will appropriately implement disciplinary
measures and sanctions against Authorized Users known to have violated the terms of this Agreement, applicable
law or applicable HealthPartners, Provider or Contractor policies or procedures, or to have taken any action
adversely affecting or damaging the EHR, EHR data or any other system or data file of HealthPartners. Provider
and Contractor each represents and warrants that it will at all times during the term of this Agreement have in
place a qualified Privacy Officer and Security Officer, as required by HIPAA for covered entities, notwithstanding
whether or not Contractor is a covered entity under HIPAA. Provider and Contractor will promptly notify
HealthPartners of any change to the persons appointed to these positions.

2.7 Survival. This Section 2 will survive termination of this Agreement.
Section 3. Confidentiality.

3.1 Confidentiality of Patient Records; Consent. The Parties will protect the confidentiality and
security of the EHR Records to the full extent required by applicable law. [f HealthPartners determines it to be
necessary, the Parties will cooperate to obtain the patient’s consent, which may include, for example, Provider or
Contractor obtaining the patient’s written consent. If Provider or Contractor represents to HealthPartners that it
has obtained a legally valid consent from the patient (or patient’s authorized representative), the Parties agree
that HealthPartners may rely on that representation but may also request a copy from Provider or Contractor.

3.2 Requests for EHR Records. If Provider or Contractor receives any request for copies of or access to
EHR Records from any third party other than a patient, neither Provider nor Contractor will provide such copies or
access but will promptly direct the requester to HealthPartners. If Provider or Contractor receives a request for
copies of or access to HER Records from a patient, Provider or Contractor will notify HealthPartners before
providing the records to the patient.

33 Other Confidential Information. During the course of the performance of this Agreement, the
Parties may have access to or become acquainted with confidential information relating to each other’s business,
including, without limitation, patient lists, proprietary information, trade secrets and other intellectual property,
non-public information, clinical, marketing, personnel and administrative policies, procedures, manuals and
reports, and written agreements. The Parties acknowledge and understand the importance of keeping such
information confidential and agree never to use, except in performing their respective duties under this
Agreement, or to disclose such information to any third party unless (and only to the extent) required by law, or
as may be required by a court or administrative order. Notwithstanding the previous sentence, Provider and
Contractor is not prohibited from disclosing HealthPartners’ confidential information to any entity that controls,
is controlled by or is under common control with, directly or indirectly, HealthPartners. If disclosure is ordered by
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a court or administrative order, the Party subject to the order will immediately notify the other Party. Upon
termination of this Agreement, each Party will immediately return to the other Party all records or other tangible
documents that contain, embody or disclose, in whole or in part any confidential information.

3.4 Survival. This Section 3 will survive termination of this Agreement.

Section 4. Term and Termination.

4.1 Term. This Agreement will commence on the Effective Date and continue until terminated as
provided below.

4.2 Termination. This Agreement may be terminated for any reason or no reason at any time by a
Party, upon written notice to the other Parties. Notwithstanding the termination of this Agreement, the Parties
will be required to perform under those provisions hereof which contemplate performance subsequent to
termination. Termination of this Agreement will not affect any liabilities or obligations that exist prior to or occur
by reason of such termination, including but not limited to liability for damages for breach of this Agreement.

Section 5. Miscellaneous.

51 Contact Persons. The Parties will use their best efforts to support an effective working
relationship with each other as it relates to the terms and conditions of this Agreement and any other concerns
that may arise between the Parties. Each Party will designate a primary contact person and certain additional
contact persons for specific communications, as listed in Schedule 5.1 of this Agreement. The “Primary Contacts”
listed in Schedule 5.1 will serve as the primary administrative contacts that the Parties will go through to address
issues of concern that may arise between the Parties relating to matters addressed in this Agreement and will also
serve as the backup contact to any of the other contacts listed in Schedule 5.1.

5.2 Assignment. Neither Provider nor Contractor may assign, delegate, or otherwise transfer any right
or obligation under this Agreement without the prior written consent of HealthPartners. Any attempted
assignment or transfer without HealthPartners’ consent is ineffective.

5.3 Amendment. The Agreement may be amended only by a writing signed by the Parties.

5.4 Governing Law, Jurisdiction and Venue. The Agreement will be governed by and interpreted
under Minnesota law without regard to choice of law principles. Any lawsuit arising directly or indirectly out of
the Agreement will be brought in a court of competent jurisdiction located in the State of Minnesota.

5.5 Non-Waiver. The rights and remedies of the Parties are cumulative and not alternative. Neither
the failure nor any delay by any Party in exercising any right under this Agreement or the documents referred to
in this Agreement will operate as a waiver of such right, and no single or partial exercise of any such right will
preclude any other or further exercise of such right or the exercise of any other right.

5.6 Entire Agreement; Severability. This Agreement constitutes the entire agreement between the
Parties with respect to the matters contemplated herein and supersedes all previous and contemporaneous oral
and written negotiations, commitments, and understandings relating thereto. The Agreement will be interpreted
in a way that if any provision is held invalid, the rest of the Agreement will remain in full affect unless the invalid
provision would materially alter a Party’s interests or materially affect its ability to perform under the Agreement.

911179-1




57 Legal Notices. Except as otherwise provided, any notice or other communication provided for by
this Agreement must be in writing and will be deemed given or delivered when personally delivered or when
deposited in the United States mail, certified or registered, return receipt requested, postage prepaid and
properly addressed, or by recognized overnight courier, next day delivery, charges prepaid, or if given by
facsimile, upon evidence of transmission of facsimile, followed by registered or certified mail, addressed to the
intended recipients as identified in the Legal Notices section of Schedule 5.1, or to such other person or address
as may be designated by written notice by one Party to the other Parties given from time to time during the term
of this Agreement.

5.8 Construction. Unless otherwise expressly provided, the word “including” does not limit the
proceeding words or terms. Any reference to a statute or regulation means that statute or regulation as amended
or supplemented from time to time and any corresponding provisions of successor statutes or regulations unless
context requires otherwise. The section headings contained in the Agreement are for reference purposes only and
will not in any way affect the meaning or interpretation of the Agreement. The Agreement will be construed in
accordance with the plain meaning of its terms, and no presumption or inference will be made against a Party
responsible for drafting any provision.

5.9 Signatures and Counterparts. The Agreement may be executed by any form of signature
authorized by law. Each counterpart will be deemed an original copy of the Agreement and, when taken together,
will be deemed to constitute one and the same agreement.

5.10  Exhibits; Schedules. All exhibits, schedules and attachments, attached hereto, and HealthPartners
Information Services policies, as each may be amended from time to time, shall be and hereby are incorporated
into this Agreement by this reference.

IN WITNESS WHEREOF, HealthPartners, Provider and Contractor have each caused this Agreement to be executed
in their respective names by their duly authorized representatives, as of the day and year first above written.

SIGNATURE PAGE FOLLOWS
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HEALTHPARTNERS, INC. City of St. Paul Fire Department

Signature Signature
Gretchen Leiterman Timothy Butler
Printed name Printed name
Vice President Operations Fire Chief
Title Title
E-=za - 4
Date Date
TRANSMEDIC City of Saint Paul
Signature Signature
Nancy Fahrenkrug Geoffrey Karls
Printed name Printed name
President City Attorney
Title Title
Date
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Schedule 1.1
Description of Permitted Purposes

DRAFTER’S NOTES: Describe the specific purposes for which Contractor will be accessing the EHR. E.g., explain
which categories of users at Contractor get access, what types of records will they access, which patients’ records
will they access, and why? Describe the relationship between Provider and Contractor, as appropriate.

All of these purposes must fall within the general categories of payment or healthcare operations, AND within the

scope of Contractor’s Business Associate Agreement with Provider, AND must be either (1) permitted by state &
federal law without patient consent; or (2) within the scope of HealthPartners standard patient consent form.
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Schedule 5.1
Contact Persons

As of the Effective Date, the contact persons for each Party are as follows:

PROVIDER CONTRACTOR HEALTHPARTNERS
Primary Matt Simpson Nancy Fahrenkrug Jaclyn K. Falkenstein, Manager
Contact: Deputy Chief —EMS President Health Information Management
St. Paul Fire Department TransMedic Regions Hospital
645 Randolph 33 East Wentworth Mailstop 11501E
Saint Paul, MN 55102 West Saint Paul, MN 55118 | 640 Jackson St.
St. Paul, MN 55101
651-254-3827
Jaclyn.K.Falkenstein@HealthPartners.com
For all contacts except as For all contacts except as
noted below. noted below. For all contacts except as noted below
Security ' Site Administrator: o o
Administration: Name/Title
Address
Phone
; Email . ,
Privacy Officer: | Name/Title Name/Title Tobi Tanzer, VP Integrity and Compliance
Address Address HealthPartners
Phone Phone MS 21110X
Email Email PO Box 1309
Minneapolis, MN 55440-1309
Phone: 952.883.5195
Email: Tobi.X.Tanzer@HealthPartners.com
Notify of any privacy incidents or complaints
Security Name/Title Name/Title Alan Abramson
Officer: Address Address SVP and CIO
Phone Phone HealthPartners
Email Email MS 21110A
PO Box 1309
Minneapolis, MN 55440-1309
Phone: 952.883.7883
Email:Alan.V.Abramson @HealthPartners.com
Notify of any security incidents
Legal Notices Name/Title Name/Title Kim LaReau
Address Address VP Care Delivery Systems IS
Phone Phone HealthPartners
Email Email MS 21110G
PO Box 1309

Minneapolis, MN 55440-1309

With a copy to:
HealthPartners, Inc.
Attn: General Counsel
8170 33rd Avenue South
Bloomington, MN 55425

Each Party will promptly communicate any changes to this contact information to the other Parties.

911179-1

10




